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Mijn
wachtwoord
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password
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100%

van alle
pbedrijven
neeft Internet



Minder dan Zegt
1 dag

100% nun data
van alle te kunnen als het
bedrijven Internet wegvalt

heeft Internet



Vlaak je je hier
zorgen om?



Groel In
cyber
aanvallen

Verouderde systemen
Kwetsbare IOT/OT systemen

Desinformatie-as-a-Service
Aanvallen op de keten
Al-gestuurde aanvallen




Ransomware
Afpersing
Lekken van (gevoelige) data
Verkoop van IP
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Hackers. Vlaar
wie zijn de
hackers?




® ®® @ hacker - Google zoeken X 5o

< C' @ https://www.google.nl/search?q=hacker&source=Inms&tbm=isch&sa=X&ved=0ahUKEwjd982bvNfPAhVOGsAKHbKsCn8Q_AUICCgB&biw=1234&bih=754&dpr=2 W

Google  hacker o U i
Alle Afbeeldingen Video's Nieuws Shopping Meer ~ Zoekhulpmiddelen SafeSearch ~ Q
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Maar waar begint
een hacker?




1.Informatie vergaren

In V”f Z2.Scannen
stappen

je bedrijf 3.Toegang verkrijgen
gehackt

4. Toegang behouden

5.5poren wissen
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Informatie vergaren

ﬂ & ©) & NETFLIX

‘ Go gle flickr & spotify

@oncoie () o, Hinked(ld
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Vieest gebruikte
techniek?



Phishing

h}f kpn

¥ kpn

Beste modewersor [
Langs deze weg vragen we uw aandacht voor hel voigende | r‘l:-ggn'ﬂ
KPN Services onderhoud! de systemen voor uw gemeents. Het & van belang dat we de actuele informatie

verwerken. Daarom vragen we in e loggen op uw eigen omgeving en onder andere uw o-mailadres, voor:
on achiemaam en oo gedrukersnaam aan o veren voor het aanstaande onderhoud

W By Tt a ) el e T U Ve e e e T A e T D

Dit is een conmalige actie maar vereist! wel uw sandachtl. Omdat het onderhoud in het weekend van 18 en 20
oidober a s zal plaastvinden moet u deze gegevens aanieveren vodr vrgdag 18 okiober a s

Gebruakarsnaam on wachtwoord
U kunt onderstaande knop gebruiken heervoor

Bevestig e-mailadres

Werkt de knop niel? Kopieer dan de volgends Ink in uw imemelbrowser
hitps.account kpn comét’accountS6dalfs 1 BScB4 12358 1202017 21260

Hebt u nog vragen?
Op koo comanienservice helpen we u graag verder. Hier vindt u antwoorden op veeigesieide vwragen

Met vnendelijue groet,

P
Jorg Kemmer L SRt
Directeur Klanlenssrnice

s ey "

N.B. dil is een aufomanisch verzonden o-mail. het /s ! mogelik deze e-mad fe beantwoorden
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Phishing

Oeps, het ziet er naar vit
dat je bent ge- /2 PHISHED

Je hoeft je geen zorgen te maken hoor, dit was een phishingtest die door het
IT-departement van den Quden Informatiebeveiliging werd georganiseerd.

Neem een minuut de tijd om na te gaan hoe je had kunnen doorprikken dat
het een phishingmail is.

Beweeg met jouw muis over de stukken gearceerde tekst om meer te
weten te komen.

Dwectour Kiantenservice

n

‘ OUDEN
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Phishing

Email Sent

Email Opened

d bLidhJ.AT o7 AV

Clicked Link

Submitted Data

\

27

Email Reported

¥ kpn

Basto modewors o I

Langs deze wog vragen we uw aandacht voor het volgende

KPN Services onderhoudt de systemen voor uw gemeente. Het i van belang dat we de actuele informatie
N ACHIOMAM 0N G0 GEDUKIrSNAMM AaN 10 leveren voor het Aanstaande onderhoud

Dit is 06 eenmalige actie manr veresst wel uw aandacht. Omdat het onderhoud in het weekend van 19 en 20
oklober a s zal plaastvinden moet u deze gegevens aankeveren vodr vrydag 18 oklober a s

U kunt onderstaande knop gebruiken hervoor

Bevestig e-mailadres

Werkt de knop niet? Kopieer dan de volgende i in uw intemetbeowser

hites./faccount kpo comitfaccountSEda0rs 1 89c643236612ba0(7 2260

Hebt u nog vragen?

Op kon.comsantenservice helpen we u graag verder. Hier vindt u antwoorden op vesigostelde ragen
Met viendedjue groet.

Jorg Kraener
Directeur Kisntarservice

NB 5 is 000 SUTOMAtSch VerZONden 6-mai. het is niet MODIk G620 0-mad 1 beantwoorden

¥ kpn

indoggen

W BTy el wins RTINS R R 8 e e D

Gebrnakarsnaam an wachhwoornd

Ttk arurass

L]

Do
ningoen

Oeps, het ziet er naar vit
dat je bent ge- 72 PHISHED

Je hoeft je geen zorgen te maken hoor, dit was een phishingtest die door het
IT-departement van den Ouden Informatiebeveiliging werd georganiseerd.
Neem een minuut de tijd om na te gaan hoe je had kunnen doorprikken dat
het een phishingmail is.

Beweeg met jouw muis over de stukken gearceerde tekst om meer te
weten te komen.

g

OUDEN

INFORMATIEBEVEILIGING

beschermt uw infarmatie



- - o Submitted Data
mw ndows (OS Version: 8.1)
£ IE (Version: 11.0)

» View Details

Submitted Data October 14th 2019 218

[S) windows (OS Version: 8.1)
£ IE (Version: 11.0)

< Replay Credentials

» View Details
Email Sent Email Opened Clicked Link Submitted Data Email Reported
207 41 27 0 Submitted Data
[S]) windows (OS Veersion: 8.1)
£ IE (Version: 11.0)
» View Details
2 kpn
¥ kpn
— — Oeps, het ziet er na ,
s ———————————— T — _ Submitted Data 14
=0 | [— dat je bent ge- P | —
E—— m\’. ndows (OS5 Version: §.1)
Je hoeft je geen zorgen te maken hoor, dit was een phishi e IE (Version: 11.0)
et s e K e .. o IT-departement van den Ouden Informatiebeveiliging wer
i 4 A O A P Neem een minuut de tijd om na te gaan hoe je had kunnet
i — het een phishingmail is. < Replay Credentials
e et Beweeg met jouw muis over de stukken gearceerde tek 1 - ’
— weten te komen. » View Details JEN
——— ZILIGING
" T — ,
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* Pakkans Is nog
altijd klein

Hacken * Het kan veel geld
opleveren

s
lucratief

* Het geniet aanzien
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U Account Orders Messages Gallery Forum
- Sheep

.“..'elc Om ‘l'l r'. " ‘l.i.).l '\'\.\lv rl v‘

Drugs (344)
Services (30)
Data (99)
Weapons (3)
Weight loss (4)
Coliectables (2)
Jewelry (11)
Metals, Stones (4)
Others (13)
Tobacco (5)
Counterteits (9)
Aicohol (0)
eBooks (141)

Sport suppiements (0)

L Account 0.000000008B W Orders 0 %6 Messages 0

Indian charas ice cream 1g The Hoover Snuff Snorter

L ¢3(100) (gold)
Ship from: nda L jeremymaihieu(100)

Ship from: Workdwide

20 Liter - Formaldehyde -
CAS # 50-00-0--Free
Shipping!!!

TR dicknack(100)

Ship from: Unted States of America

Ship to: YWoerkdwide

Sh‘p to: Wordwue

2028 USD

Ship 10: United States of America

Rates

USD $ 11539

EUR € 8534

GBP £ 7177
News
10/02/2013
SikRoad down 2 Credit Card Info, Name, 60x36mg Ritalin Hacker's black book
09/02/2013 Add,Phone, CVV, Exp - Methylphenidate, ‘Concerta Scﬂer'-

"Nk

» ‘;1 \'3: '..'-:.'.”‘a
08/26/2013

New Forum

working XL' Ship from: YWorkdwide

Selier: LGN Buddhismy(100)

Ship from: Workdwide Ship from: Unted Kingdom

Ship to: Worldwide

| ’n ,‘-:\
~ 5 NS

Ship to: Worlkdwide Ship to: Worklwide

3551USD 160,75 USD

tem |»| Search

CAPTAIN DAVE's SURVIVAL
GUIDE

AT Gicknack({100)

Ship from: Workdwide
Ship to: Workdwide

4 N oM T~
. V'z IJ\‘.'LJ Qb

LSD blotters Hotmann's x50

aiiis ea3(100)

Ship from: Netherlands

Ship to: Workdwide
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U Account Orders Messages Gallery Forum Help Logout
¥ Sheep

Weilcom ywh Account: 0.00000000 8B W Orders: 0 % Messac
PREMIUM CARDS
Services ( (30)
Data (9
Weapons (
Weight loss (4
Collectabl 2
relry (11)
Metais, Stones (4) 20 Liter - Formaldehyde -
Others (13) CAS # 50-00-0--Free
Tobacco (5) Shipping!!!
Counterteits (9) Rl Scinack(100)
Ship from: Unted States of America
Alcochol (0)
eBooks (14
C USD|CAD|AUD
Rates
usD .
EUR €8534 e
AR - ¥V
GBP o LA S e &
e A
N $) 5 -
'S\_‘ - )ﬁ D 7
News -,-".'-'fﬁ LS
(LN & :
0/02/2013 e = .
kRoad d 2 Credit Card info, Name, 80 F R 0 M s
09/02/201 Add,Phone, CVV, Exp -
: Working X
0 LT onkinelido{ 100)
p from: Workdwide
ip to: Workdwide
=3

1 CARD - $130

2 CARDS - $240
3 CARDS - $300
5 CARDS - $450
7 CARDS - §570
10 CARDS - $800
15 CARDS - $1050

20 CARDS - $1400

ORDER NOW

HOME SERVICES PRODUCTS PRICES

EURO|GBP

190

1 CARD - $§150
2 CARDS - §270
3 CARDS - §360
5 CARDS - $450
7 CARDS - $§600
10 CARDS - §780
15 CARDS - §1100

20 CARDS - $1500

ORDER NOW

HOW 10 BUY PAYMENI] CONTACIH rEEDBACK

AMEX

290

1 CARD - §250

2 CARDS - $450
3 CARDS - $600
5 CARDS - §1100
7 CARDS - §1400
10 CARDS - $1900
15 CARDS - $3000

20 CARDS - §3700

ORDER NOW

)

OUDEN
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Account Orders Messages Gallery Forum Help

Welcome whywhywh

o
=
e
o
o
(=]
=3
=3
o
o
o
)
o
O
o
5]
7
o

»| Search

Drugs (344)
Services (30) a
Data (99)

Weapons (3)
Weight loss (4)
Colliectables (2)

Jewelry (11)
Metals, Stones (4) 20 Liter - Formaldehyde - Indian charas ice cream 1g  The Moover Snuff Snorter CAPTAIN DAVE's SURVIVAL
Others (13) CAS # 50-00-0--Free L 3(100) (gold) GUIDE
Tobacco (5) Shipping!!! Ship from: inda EYSIN jerermymathieu(100) Scllc:‘. di)
LETH dicknack(100) Ship to: Woridwide Ship from: Worklwide Ship from: Worklwide

Counterfeits (9) Ship to: Workdwide

Ship from: Unted States of America Ship to: Woridwide

Aicohol (0) Ship to: United States of America
eBooks (141)

Sport suppiements (0)

Rates
usD $115.39
EUR €8534
GBP £7T1.77
:‘:;’:GW USD|CAD|AUD EURO|GBP
SikRoad down 2 Credit Card info, Name, 80x36mg Ritalin
09/02/2013 Add,Phone, CVV, Exp - Methylphenidate, 'Cc
Jigial em Working XL
ke T i FROM 31 3 0 FROM 31 5 0 FROM 82 5 0
Ship to: Workdwide Ship to: Workdwide
1 CARD - §130 1 CARD - $150 1 CARD - §250
2 CARDS - §240 2 CARDS - §270 2 CARDS - $§450
3 CARDS - §300 3 CARDS - $360 3 CARDS - $600
5 CARDS - $§450 5 CARDS - §450 5 CARDS - §1100
7 CARDS - §570 7 CARDS - $600 7 CARDS - §1400
10 CARDS - $800 10 CARDS - §780 10 CARDS - $1900
15 CARDS - §1050 15 CARDS - §1100 15 CARDS - $3000
20 CARDS - $1400 20 CARDS - $1500 20 CARDS - §3700

ORDER NOW ORDER NOW ORDER NOW

Yy
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-
u Account Orders Messages Gallery Forum Help Logout
Sheep

Weicome whywhywhy & Account 0.00000000 8 W Orders 0 &% Messages 0

Drugs (344)
Services (30)
Data (99)
Weapons (3)
Weight loss (4)
Collectables (2)
Jewelry (11)
Metals, Stones (4)
Others (13)
Tobacco (5)
Counterfeits (9)
Alcohol (0)
eBooks (141)
Sport suppiements (0)

Rates
usD $115.39
EUR €8534
GBP £71.77

News
10/02/2013
09/02/2013
Digital tem
08/26/2013
New Forum :)

A
/e Paypal Cent ©

q

ttem [v] Search

Home

Board FAQ

Rules Feedback

Contact / Manual

After you made your choice, click '‘Buy this’, to start the buying procedure! It's simple and only takes a minute. To prevent double-
selling, if you start buying an account, it's state will change to "Locked", so nobody else can buy it again. If no payment is made

within two hours, the account will be unlocked again. If the item is sold, it'll gone from this board completely.
(Note: The decimals are rounded in the listings.)

internal UID

YMOSBOIC

SLRVMGNF

MSTOZQBZ

EWXRQSAI

ZFNTUISC

HGEQFMEH

Balance

1.746 USD

1.985 EUR

921 USD

879 USD

703 EUR

1.409 GBP

Our current account list:

Current number of available accounts: 38

Account type

Personal
Premier
Premier

Personal

Personal

Card

Yes (confirmed)

Yes (confirmed)

Yes (confirmed)

No confirmed card

Yes (confirmed)

Yes (confirmed)

Last updated: 04/01/2020

Country

United States
Italy
United States
United States
Spain

United Kingdom

Qur Price

$ 185

$ 248

$ 102

$ 87

$ 94

$ 193

@
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U Account Orders Messages Gallery Forum Help Logout
Sheep

Weicome whywhywhy Account 0.000000008B W Orders' 0 & Messages 0 tem v’ Search

Drugs (344)
Services (30)
Data (99)
Weapons (3)
Weight loss (4)
Collectables (2)

Jewelry (11)

Metais, Stones (4) 20 Liter - Formaldehyde - Indian charas ice cream 1g  The Hoover Snuff Snorter CAPTAIN DAVE's SURVIVAL
Others (13) CAS # 50-00-0--Free sever: (EIR00) (gold) GUIDE

Tobacco (5) Shipping!!! Ship from: nda LYY jerermymathieu(100) Setier: Q)

Ship from: Worklwide

TR dicknack(100) Ship to: Workdwide

Ship from: Unted States of America TS Ship to: Woridwide
Y 1.04USD
2028 USD ENEE SO

: Ship from: Workdwide
Counterfeits (9)

Alcohol (0)
eBooks (141)

Ship to: Workdwide

Ship to: Unked States of America

Sport suppiements (0)

Rates
UsSD £ 11539
EUR €8534 -
GBP £71.77 \,,, ;
o USD|CAD|AUD EURO|GBP AMEX
BikRoad down 2 Credit Card Info, Name, 80x36mg Ritalin
09/02/2013 Add,Phone, CVV, Exp - Methylphenidate, ‘Cc
Digital tem Working XL
o S — e — FROM § —I 3 0 FROM § 1 5 0 FROM 32 5 0
Ship to: Workdwide Ship to: Workdwide
3551UsD DL B 160.75 USD ﬁ
1 CARD - §130 1 CARD - $150 1 CARD - §250
2 CARDS - §240 2 CARDS - §270 '
3 CARDS - $300 3 CARDS - $360 Paypal Cent ® Home Board FAQ Rules Feedback Contact/Manual

After you made your choice, click 'Buy this', to start the buying procedure! It's simple and only takes a minute. To prevent double-
selling, if you start buying an account, it's state will change to "Locked", so nobody else can buy it again. If no payment is made
within two hours, the account will be unlocked again. If the item is sold, it'll gone from this board completely.

(Note: The decimals are rounded in the listings.)

5 CARDS - $450 5 CARDS - $450

7 CARDS - §570 7 CARDS - $600

10 CARDS - $800 10 CARDS - $780

Our current account list:

15 CARDS - $§1050 15 CARDS - $1100

Current number of available accounts: 38

20 CARDS - $1400 Last updated: 04/01/2020

ORDER NOW

20 CARDS - $1500

ORDER NOW

Internal UID Balance Account type Card Country Our Price Add to cart

YMOSBOIC 1.746 USD Personal Yes (confirmed) United States $ 185 Buy this!

SLRVMGNF 1.985 EUR Premier Yes (confirmed) Italy $ 248

MSTOZQBZ 921 USD Premier Yes (confirmed) Jnited States $ 102

EWXRQSAI 879 USD Personal No confirmed card United States $ 87

ZENTUISC 703 EUR Personal Yes (confirmed) Spain $ 94 P,
HGEQFMEH 1.409 GBP Premier Yes (confirmed) United Kingdom $ 193 w
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U Account Orders Messages Gallery Forum
Sheep

Weicome whywhywhy & Account 0.00000000 8 W Orders 0 & Messages 0 tem [¥] Search

Drugs (344)
Services (30)
Data (99)
Weapons (3)
Weight loss (4)
Collectables (2)
Jewelry (11)
Metais, Stones (4) 20 Liter - Formaldehyde - Indian charas ice cream 1g  The Hoover Snuff Snorter
Others (13) CAS # 50-00-0--Free LR ©3(100) ] (gold)
Tobacco (5) Shipping!!! Ship from: nda RN jeremymathieu(100)
Counterteits (9) : _ Ship to: Woridwide Ship from: Workwide
Ship from: Unted States of America Ship to: Woridwide
Aiconol (0) Ship to: Unied States of America 1858 USD ;
eBooks (141) A —
Sport supplements (0) oot m p R E M | U M
Rates

usD $115.39

EUR €8534

GBP £71.77
News
10/02/2013
SikRoad down 2 Credit Card Info, Name, 80x36mg Ritalin
09/02/2013 Add,Phone, CVV, Exp - Methylphenidate, 'Cc
Digital tem Working
08/26/2013 LADYY ontinelido(109) | udd ;
New Forum :) Ship from: Workdwide Ship from: Uated Kingdom

Ship to: Workdwide Ship to: Workdwide

3551 USD 160.75 USD l

Contact / Manual

akes a minute. To prevent double-
it again. If no payment is made
A this board completely.

try Our Price

led States $ 185 Buy this!
Italy $ 248 Buy this/
United States $102 Buy this!
United States $ 87 Buy this!
rmed)

Spain $94 Buy this!

Yes (confirmed) United Kingdom $ 193 Buy this!
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* DDO0S

°* Verwijderen
Sp()ren backdoors

wissen

* Log files

* Wiper attacks
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Life finds
a way
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| aat |je deur niet open
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Laat |e sleutels niet liggen
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IN verband met

ALARM

Yy
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